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DUO MULTI-FACTOR AUTHENTICATION (MFA)

Home [ OurServices [ ITSecurity [ Multi-Factor Authentication (MFA)

Overview

Empowering users to access University IT resources with ease and confidence has always been our priority. As endorsed by IT

Committee in December 2016, users requesting for central IT services should be authenticated by Multi-Factor Authentication (MFA).

After elaborate technical evaluation and testing, an advanced MFA solution by Duo has been implemented since 4 January 2018 for

staff being the first application with Duo MFA enabled. Starting on 11 February 2019, the following applications will also be protected by

DUO MFA : scroll down

Services

« BUniPort
= Webpages that are protected by Portal Login
« VPN (for General User and IT Administrator)

Systems
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Adobe ID Login(starting 30 August 2019)

MathWorks(starting 30 August 2019)

VV Impact(starting 30 August 2019)

iThenticate(starting 30 August 2019)

IT Service Request [ Incident Report Management(starting 30 August 2019)
System (ITSM)

More central IT services will also be MFA enabled. Announcement will be made in due course.

FAQs Downloads Quick Links Service Requests

Register Your First Mobile Device for MFA [View Guideline | Watch Demo Video]

Register Your First Mobile Device Using Computer and Smartphone [View Guideline [ Watch Demo Video]
Activate Duo Mobile App on a New Phone

Authentication Methods (Using Duo Push or Passcode)

Register [ Manage your Device for MFA [Watch Demo Video [ Go to Portal]

Get Emergency Access Code without a Mobile Device [Uintch Demo Video]

Add Multiple Mobile Devices for Common [ Project Account

 ——
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Rename a Mobile Device

Remove a Maobile Device
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Adobe ID Login(starting 30 August 2019)

MathWorks(starting 30 August 2019)

VV Impact(starting 30 August 2019)

iThenticate(starting 30 August 2019)

IT Service Request [ Incident Report Management(starting 30 August 2019)
System (ITSM)

More central IT services will also be MFA enabled. Announcement will be made in due course.

FAQs Downloads Quick Links Service Requests
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Register Your First Mobile Device for MFA [View Guideline | Watch Demo Video]

Register Your First Mobile Device Using Computer and Smartphone [View Guideline [ Watch Demo Video]
Activate Duo Mobile App on a New Phone

Authentication Methods (Using Duo Push or Passcode)

Register [ Manage your Device for MFA [Watch Demo Video [ Go t

Get Emergency Access Code without a Mobile Device [View Guideline [ Watch Demo Video]

Add Multiple Mobile Devices for Common [ Project Account

Rename a Mobile Device

Remove a Maobile Device
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Emergency Account Access without a Mobile Device

If you cannot receive Duo Push message and do not have any passcode on hand (say, you forget to

bring your phone, phone out of battery, cannot install DUO apps ... etc), follow the steps below to get a
Bypass Code from online system.

Tips: For better protection, obtain a bypass code only using a trusted device.

is generated, any bypass code(s) generated previously will become void immediately.

o Tips: The bypass code is valid for up to 24 hours after generation. Once a new bypass code

Tips: If you want to obtain a bypass code for ‘Department’ / ‘Project’ / ‘Common’ type account,
please submit the Request Form to ITO.
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1] Obtaln Two-factor Authentication {2FA) Bypass Code
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button.

SCree i -
information for verification.

1 LTI
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question if view the bypass code online. exit and make sure the bypass code

3 You will be prompted to answer a security O Tips: Close the browser windows upon
won't be seen by anyone else.

2 Upon successful verification, click ‘Continue’
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HONG KONG BAPTIST UNIVERSITY

Obtain Multi-factor Authentication (MFA) Bypass Code

This website will guide you to obtain a bypass code in
case your registered device is not available for use. Should you need any assistance during the process;

please contact our [TO Service Call Centre as follow

For maximum protection, obtain bypass code using a
trusted device. ITO Service Call Centre
Tel: (852) 3411-7809

Email: hotlinef@hkbu edu bk

OBTAIN BYPASS CODE

For more information and guidance, please feel free
to visit ITO website.

* For staff and student only
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HONG KONG BAPTIST UNIVERSITY

Obtain Multi-factor Authentication (MFA) Bypass Code

Please note that for identification purposes, you are required to provide some of your personal information.

This MFA Bypass Code generation is only available for staff and student personal account who has already
registered the mobile device. For Departmental / Project / Society / SCE CIE Part-time Staff account, please
contact ITO Service Call Centre at 3411-7899 or email to hotline@hkbu.edu.hk for assistance.

HKBLU Email Address

N~ -@hkbu.edu.hk

(please INCLUDE @hkbu edu hk / @life.hkbu edu hk)

Date of Birth (ddmmyyvy)

Identity No.(The first 5 charaeters

HKID e.g.: A1234xx(x) -> A1234

Verification Code

(4-Character, Case-insensitive)
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HONG KONG BAPTIST UNIVERSITY

Obtain Multi-factor Authentication (MFA) Bypass Code

Check Your HKBU Email for Bypass Code

The bypass code has been sent to your HKBU email account. Please check your mailbox to obtain the code.

If you want to view the same code on screen, please click [Continue] button. Otherwise, click [Exit] button to
sign out,

1 11111
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HONG KONG BAPTIST UNIVERSITY

Obtain Multi-factor Authentication (MFA) Bypass Code

Retrieve Duo Bypass Code online

Should you need to retrieve your Duo Bypass Code online, please answer the following Security Question @.

goer of your mother / father / spmuse?@

<
Mote: If you were unable to receive the "Bypass Code Email’, and have forgotten the answer to your Security o
Question, please complete and submit the " Application for Duc Bypass Code form" in person to ITO Service
Centre for further processing:
Address: RRS303, 3/F, Sir Run Run Building, Ho Sin Hang Campus, HKBU
Should you have any questions, please contact the ITO Service Call Centre at 3477-7899 (hotline@hkbu_ edu.hk) k
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Your Bypass Code: 1IN
(Valid until 17 Dec 2025 12:26)

[
H#EZE AR
HOMG KONG BAPTIST UNIVERSITY
Obtain Multi-factor Authentication (MFA) Bypass Code
I
= When you are prompted to choose an authentication method during login, choose 'Enter a Passcode' and
enter the above code.
s For security reasons, please DO NOT disclose this code to anyone.
s This code will be void immediately if a new bypass code is generated.

= Should you need further assistance, please contact ITO Service Call Centre at (852) 3411-7899 or email ?
to hotline@hkbu.edu.hk.

Mote: Please Cloze this browser window upon exit and make sure that the bypass code will not be seen by anyone else.
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GO https://iss.hkbu.edu.hk/buam/DucDmp/welcome.seam

BEEGKRKE
HONG KONG BAPTIST UNIVERSITY

Multi-factor Authentication (MFA) Device Management Portal

Welcome to the Device Management Portal for MFA

Multi-factor Authentication (MFA) is an enhancement to the security of your 530id by

adding a simple step to the sign in process to validate your identity when you access Should you need any assistance during the process, please contact our ITO
certain HKBU IT resources. Service Call Centre as follow:

This website will guide you through the device registration process for MFA. Once your

550id is activated with MFA, you may also manage your registered devices here. ITO Service Call Centre
Registration is simple and takes only a few minutes to complete. To begin, click the Tel: (852) 3411-7899
sign in button on screen. Email: hotline@hkbu.edu.hk

Refer to the dedicated website for more details:
hitps://ito.hkbu.edu.hk/2fal

Sign In to Start Now

L]
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HONG KONG BAPTIST UNIVERSITY

IdEﬂtity Veriﬁcation (for Internet user only)

Please answer the following Security Question @ that you provided during

the "S50id Registration’ process

Security Question:

What is the mobile phone number of your mother / father / spouse?

Forgot Answer

r 1717 1 1 111111
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Please choose an authentication method to confirm it's really you. Afterwards you may begin managing your registered device(s).
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HONG KONG BAPTIST UNIVERSITY

Changed phone? Please refer to the user guide: Re-activate a Mobile Device

Please contact the service counter of your learning centre for inquiry if you are an SCE student.

If you authenticate with "Passcode”, click B Raebtie i N and then to process.

When adding a new device, please select "Tablet" even if you are using a smartphone.

Multi-factor Authentication (MFA) Device Management Portal

Should you have mistakenly selected 'Mobile phone', the inputted phone number will be removed immediately and will NOT be retained in the system.

First Step: Set up / Manage device for MFA second Slep; Confirm Registration

FHEET LR

HONG KONG BAPTST UNIVERSITY

What is this? O
Mead help?

Secured by Duo

Device: i0S
Choose an authentication method

=] Passcode

[:_f] Duo Push

Enter a Passcode '

Send Me a Push
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Multi-factor Authentication (MFA) Device Management Portal

Changed phone? Please refer to the user guide: Re-activate a Mobile Device

Please contact the service counter of your learning centre for inquiry if you are an SCE student.

If you authenticate with "Passcode”, click B Raebtie i N and then to process.

When adding a new device, please select "Tablet" even if you are using a smartphone.

Should you have mistakenly selected 'Mobile phone', the inputted phone number will be removed immediately and will NOT be retained in the system.

FHEET LR

HONG KONG BAPTST UNIVERSITY

Whiat is this? O
MNead help?

Secured by Duo

a

1 i0s

Tl iPadPro

First Step: Set up / Manage device for MFA second Slep; Confirm Registration

My Settings & Devices

Token #1008216600156

+ Add snother device

Default Device:

When | log in:

i0s

Ask me to choose an authentication method

3
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Davice Opfions

Device Options

Dewice Options
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Multi-factor Authentication (MFA) Device Management Portal

Changed phone? Please refer to the user guide: Re-activate a Mobile Device

Please contact the service counter of your learning centre for inquiry if you are an SCE student.

If you authenticate with "Passcode”, click B Raebtie i N and then to process.

When adding a new device, please select "Tablet" even if you are using a smartphone.

Should you have mistakenly selected 'Mobile phone', the inputted phone number will be removed immediately and will NOT be retained in the system.

First Step: Set up / Manage device for MFA second Slep; Confirm Registration
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HONG KNG BAFTST UNIVERSITY

What is this? O
Mead help?

Secured by Duo

What type of device are you adding?

Mobile phone ki comMLNLED

@ Tablet (iPal. Nexus 7, etc.)

Please select Tablet (not phone)
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Multi-factor Authentication (MFA) Device Management Portal

Changed phone? Please refer to the user guide: Re-activate a Mobile Device

Please contact the service counter of your learning centre for inquiry if you are an SCE student.

If you authenticate with "Passcode”, click BS0EE Rae bt LN and then to process.

When adding a new device, please select "Tablet" even if you are using a smartphone.

Should you have mistakenly selected 'Mobile phone', the inputted phone number will be removed immediately and will NOT be retained in the system.

First Step: Set up / Manage device for MFA second Slep: Confimm Registration

FHRa LR

HOND KONG BAFTST UNIVERSTY

What is this? O
Mead help?

Secured by Duo

What type of tablet are you adding?

@ i03% (iPad, iPod Touch)
Android
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Changed phone? Please refer to the user guide: Re-activate a Mobile Device

Multi-factor Authentication (MFA) Device Management Portal

Please contact the service counter of your learning centre for inquiry if you are an SCE student.

If you authenticate with "Passcode”, click B @&l =1 -0 and then to process.

When adding a new device, please select "Tablet" even if you are using a smartphone.

Should you have mistakenly selected 'Mobile phone', the inputted phone number will be removed immediately and will NOT be retained in the system.

First Step: Set up / Manage device for MFA Second Slep: Confirm Registration
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HOND KONG BAPTST UNIVERSITY

What is this? 5
Mead help?

Secured by Duo

Install Duo Mobile for iOS

duo mobile

Duo Mal:glle GET
Duo Security

m | have Duo Mobile installed

1

1. Launch the App Store app and search for "Duo Mohile™.
2. Tap "Get" and then "Install” to download the app.

[ ]

i
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Sign Out

HHEEH KA
HONG KONG BAPTIST UNIVERSITY

Multi-factor Authentication (MFA) Device Management Portal

Changed phone? Please refer to the user guide: Re-activate a Mobile Device

Please contact the service counter of your learning centre for inquiry if you are an SCE student.

If you authenticate with "Passcode”, click and then to process.

When adding a new device, please select "Tablet" even if you are using a smartphone.

Should you have mistakenly selected 'Mobile phone', the inputted phone number will be removed immediately and will NOT be retained in the system.

First Step: Set up / Manage device for MFA Second Slep: Confimm Registral
FREaTLR

HONG KING BAPTIST UNIVERSITY Activate Duo Mobile for iOS

What is this? 5
Mead help?

]

1. Open Duo Maobile.
2. Select Use OR code

Secured by Duo 3. Scan this barcode.

Email me an activation fink instead,

4
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