BUniPort - Campus Client Notes (e

Requirement:
1. PCwith Windows XP or 7;
2. Successfully logon on HKBUAD and shutdown/restart twice in last three weeks;
3. IE (Internet Explorer) at least be ver. 8 with latest update;

Single-Sign-On
As full-time staff/student logon AD with his/her SSOid, the IE will be launched by the AD script,

as well as sign-on the BUniPort automatically.

1. Fail to logon manually; the user may not have BUniPort privilege. It can be verified with
BUAM console. If both “BUniPort” and “GMail” checked, however still fail, please report the

case to Hotline.

Service Indicators

Exchange Mail BU Mad Student Mail
Allow Workstation Logon Web Hosting Server:

File Service Print Service:| [ {guota in no. of papers, 0 = unlimited)

WiFi Force user to change password at next logon

uis BU Moodle SCE Moodle IS5 Apps

2. Success to logon manually; the workstation’s browser setting need to be retouched as

follow:



IE configuration for BUniPort
(Refer to Appendix | “ Configuration for enabling SPNEGO support in IE”)

1. For most workstations, the setting should already be implanted during logon AD.

2. Chrome is based on IE configuration. Configuration of IE apply to both IE and Chrome.

Firefox Setting configuration for BUniPort
(Refer to Appendix Il “Configuration for enabling SPNEGO support in FireFox”)

*** Firefox must be setup manually.

Registry to enable IE Single-Sign-On
For “Reborn” workstation, the following registry key need to be applied manually, and reboot twice
in unprotect mode.

HLMC.reg

Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa]
""SuppressExtendedProtection'=dword:00000002

PORTAL_CURRENT_USER.REG
Windows Registry Editor Version 5.00

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\ZoneMap\Domains\hkbu.edu.hk]
"*"=dword: 00000001

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet
Settings]
"EnableNegotiate'=dword:00000001

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\ZoneMap]
""AutoDetect' " =dword:00000001

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\Zones\1]
""1A00"'=dword: 00020000

[HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\BrowserEmulation]
"IntranetCompatibilityMode'=dword:00000000

Registry Residual left during PC upgrade
Finding and solution by Clovis during fixing Kenneth’s workstation (2013/5/23).

“After Clovis’ checking, he found one special part in Kenneth’s computer registry. He found some
extra registry keys in this location:



HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet
Settings\ZoneMap\Domains\hkbu.edu.hk

Clovis deleted the folder “hkbu.edu.hk” in regedit and rerun the login script again(restart computer),
then Kenneth’s computer can do SPNEGO successfully in IE.
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Clovis said that it may be caused by migration. Some old local intranet setting of IE was migrated to a
new computer and make this problem:
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But Clovis also said this solution may only apply to this case, it cannot represent that all the fail case
are caused by this reason. We will have a look on TOM’s computer.”



Security Warning: “Do you want to view only the webpage content that was
delivered securely?”

Security Warning

ﬁ Do you want to view only the webpage content that was delivered
securely?

This webpage contains content that will not be delivered using a secure HTTPS
connection, which could compromise the security of the entire webpage.

(e J[ o ]

Usually found under Windows XP with IE 8.0.60001.18702. The fix:

At |E, go to Tools->Internet Options->Security
Select the Security tab

Click on the Internet zone icon at the top of the tab page
Click the Custom Level button
In the Miscellaneous section change Display mixed content to Enable

ok wNPR

Repeat steps 1 — 5 for the Local intranet and Trusted sites zones

: Internet Options

. Generall SetwitYI[-Privacy | Content | Connections | Programs | Advanced |

Security Settings - Local Intranet Zone

Select a zone to view or change security setting

- Settings
¢l |« v 0O enable
Internet

Localintranet  Trusted sites @ Prompt

|| Allow websites to open windows without address or status b.

Local intranet O Disable

This zone is for all websites that are
und on your intranet. || Display mixed content

O Disable

(%) Enable

Security level For this 2one () Prompt
Allowsd vk for-this zons: a0 || Don't prompt for client certificate selection when no certificat

Medium-low O Disable

- Appropriate For websites on yol @ Enable .
(intranet) || Drag and drap or copy and paste files

- Most content will be run withou O Disable
- Unsigned ActiveX controls will r @ Enable
- Same as Medium level without ™\ Drernrk
< |

L
e Takes effect after you restart Internet Explorer

Reset custom settings

Reset all| PR
| 2 Reset to: | Medium-low {default}

(o ]




Appendix I

1. Configuration for enabling SPNEGO supportin IE

Source: http://msdn.microsoft.com/en-us/library/ms995329.aspx

1.1. Update to later version of IE

For client using IE version 6 or before, please update the IE to a later version (preferably the latest

version for enhanced security, functionality and support) through Windows Update or download

from the site http://windows.microsoft.com/en-US/internet-explorer/downloads/ie.

1.2. Configure local intranet sites

Because this solution assumes an intranet environment—defined as not exposed to the public
Internet—we will next configure Internet Explorer to work with the SSO solution. First,
configure the "Local intranet" properties in Internet Explorer.

B W

In Internet Explorer, click Tools, and then click Internet Options.

Click the Security tab.
Click Local intranet.

Click Sites.

Internet Options

-,

Privacy || Contert || Connections | Programs | Advanced

nt zone to specify its security settings.

O @

rusted sites Restricted
sites

"= This zone contains all Web sites that
9 are on your arganization’s intranst.

Security level for this zone

Custom

Custom settings.
- To change the settings, click Custom Level.

- To use the recommended settings, click Default Level.

[ Custom Level... ] [ Default Level

| ok || cance |

Internet Explorer Internet Options dialog box—Security tab


http://msdn.microsoft.com/en-us/library/ms995329.aspx
http://windows.microsoft.com/en-US/internet-explorer/downloads/ie

5. Ensure that Include all sites that bypass the proxy server is checked, then click
Advanced.

Local intranet W

":‘] LUse the settings below to define which Web sites are induded in
i

the Local Intranet zone.

[+]Indude all local {intranet) sites not listed in other zones:
Indude all sites that bypass the proxy server
Indude all network paths (UMCs)

( Advanced... j QK H Cancel

Local intranet dialog box

6. Inthe Local intranet (Advanced) dialog box, enter the domain name “* hkbu.edu.hk”
as the intranet Web sites and click Add.

Local intranet W

‘:;] You can add and remove Web sites from this zone. All Web sites
-

in this zone will use the zone's security settings.

Add this Web site to the zone:

| %
Web sitesA
*prosewalecom
* hkbu.edu.hk

[ ]Reguire server verification (https:) for &l sites in this zone

[ Ok ] [ Cancel

Local intranet dialog box (Advanced)

7. Click OK to close the dialog boxes.
1.3. Configure intranet authentication

1. Next, click the Security tab, click Local intranet, and then Click Custom Level.



-

=,

Internet Options

General | Security | Privacy | Content | Connections | Programs | Advanced |

Select a Web content zone to specify its security settings.

O @

nusted sites Restricted
sites

Intemet

Local intranet
7= Thiz zone containdall Web sites that

Ao Sites...
. are on your organiz§tion’s intranet.

Securty level for this zone

Custom
Custom settings.

|  Default Level |

| ok || cance | e

Internet Options dialog box—Security tab

2.

In the Security Settings dialog box, scroll down to the User Authentication section of
the list.

Security Settings Bx|

Settings:

(") Disable &]
(%) Enable
) Prompt

Scripting of Java applets
() Disable
(%) Enable
) Prompt

[\

(%] i |

Reset custom settings

Reset to: |Medium-lu:|w M [ Reset ]

Internet Explorer Security Settings dialog box



3.

4,

Select Automatic logon only in Intranet zone. This setting will prevent users from
having to re-enter logon credentials; a key piece of the solution.
Click OK to close the Security Settings dialog box.

In addition to the settings made above, one additional setting needs to be ensured.

NS

In Internet Explorer, click Tools, and then click Internet Options.

Click the Advanced tab.

Scroll down to the Security section.

Make sure that Enable Integrated Windows Authentication (requires restart) is
checked, and then click OK.

If this box was not checked, check it and restart the computer.

Internet Options (2JEd

General | Security | Privacy | Content | Connections F'n:nglams| Advanced

Settings:

@ Just go to the mast lilkehy site [A]
é Securty
Check for publisher’s certificate revocation
Check for server certificate revocation (requires restart)
Check for signatures on downloaded programs
Do not save encrypted pages to disk

W' leSEd
Erable Integrated Windows Authentication (requires restart
P

Use S5L 2.0

Use 550 3.0

Use TLS 1.0

Wam about invalid site cedificates

Wam # changing between secure and not secure mode
Wam i forms submittal is being redirected

a [l

[ Restore Defaults ]

REQERANCEEERR

£

oK || cancel |

Internet Explorer Advanced Security Settings dialog box



1.4. Excluding access campus services through proxy (Optional, only for

machine using proxy)

1. InInternet Explorer, click Tools, and then click Internet Options.
2. Click the Connections tab.

i Tosetup an Internet connection, dick
I Setup.

Dialup and Virtual Private Network settings

| TG Connection Manager for Smart Cards Add..
Wordwide Dial-Up RAS to M5 Comp

Hemove

Choose Settings if you need to configure a proxy

server for a connection.

(%) Never dial a connection
(") Dial whenever a network connection is not present
() Mways dial my defautt connection

Current MNone

Local Area Metwork (LAM) settings

LAN Settings do not apply to dial-up connections. ( LAN Settings... )
Choose Settings above for dial-up settings. =

ok || cancel Apply

Internet Explorer Internet Options dialog box—Connections tab

3. Click LAN Settings.



e -

Local Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[ ] automatically detect settings

|:| Ise automatic configuration script

Proxy server

lUse a proxy server for your LAM {These settings will not apply to
dial-up or VPN connections).

Address: | myproxy Port: | 8030 ||

T
Bypass proxy server for local addresses

aK ][ Cancel ]

Internet Explorer LAN Settings dialog box

4. Verify that the proxy server address and port number are correct.
Click Advanced.

6. Inthe Proxy Settings dialog box, ensure that “*hkbu.edu.hk” and all other desired
domain names are entered in the Exceptions field:

i

Internet Explorer Proxy Settings dialog box

7. Click OK to close the Proxy Settings dialog box.
1.5. Testing the configuration

Please see Section 4



Appendix II
2. Configuration for enabling SPNEGO support in FireFox

Source:
http://publib.boulder.ibm.com/infocenter/wasinfo/v6r1/index.jsp?topic=%2Fcom.ibm.websphere.base.
doc%2Finfo%2Faes%2Fae%2Ftsec_SPNEGO_config_web.html

2.1. Configuration

The following steps to ensure that the Firefox browser is enabled to perform SPNEGO
authentication.

At the desktop, log in to the windows active directory domain.

Activate Firefox.

At the address field, type about:config.

In the Filter, type network.n

Double click on network.negotiate-auth.trusted-uris. This preference lists the sites
that are permitted to engage in SPNEGO Authentication with the browser. Enter a
comma-delimited list of trusted domains or URLs (i.e.: hkbu.edu.hk).

6. Click OK. The configuration appears as updated.

7. Restart your Firefox browser to activate this configuration.

2.2. Testing the configuration

i W

Please see Section 4

3. Configuration for enabling SPNEGO support in Chrome

The SPNEGO support of Chrome depends on Internet Explorer, i.e. once SPNEGO support is
enabled in Internet Explorer, Chrome would also have SPNEGO support.

3.1. Testing the configuration
Please see Section 4

4. Testing the configuration

Open URL https://iss.hkbu.edu.hk/buam/SPNEGO_Check in the browser to be tested
a. If the configuration is successful, it will display a welcome message to the user (with user

name)
b. If the configuration is failed, it will redirect the user to a Sign-in page.

5. Update UIS for the migration status

Login to UIS, go to [Work =» BUniPort Admin =» Novell to AD Migration Utility], update the
“Action Status” from AD1 =» AD2.

2013/07/03


http://publib.boulder.ibm.com/infocenter/wasinfo/v6r1/index.jsp?topic=%2Fcom.ibm.websphere.base.doc%2Finfo%2Faes%2Fae%2Ftsec_SPNEGO_config_web.html
http://publib.boulder.ibm.com/infocenter/wasinfo/v6r1/index.jsp?topic=%2Fcom.ibm.websphere.base.doc%2Finfo%2Faes%2Fae%2Ftsec_SPNEGO_config_web.html
https://iss.hkbu.edu.hk/buam/SPNEGO_Check
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